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1. NETWORK ATTACKS

A total of 189,690 attacks have been recorded compared to last week's 573,925
attacks within the period of this report. The top 10 Network attacks with malicious
IPs, commonly used usernames and passwords are as in tablel below:

SN | ATTACKING IPS USERNAMES PASSWORDS
1. [14.241.236.220 proftpd WinldoW$

2. [178.162.215.169 test Welcome@123
3. [14.241.236.82 Administrator Aal23456

4. |134.119.214.204 citrix (empty)

5. 41.78.75.186 sa asdASD123@
6. 141.78.73.146 dba 123qwe!@#

7. ]185.246.128.133 user proftpd

8. 1[193.105.134.95 default P@ssword

9. [170.64.208.204 oracle cwpass

10. [170.64.221.45 ftp alpine

Tablel: Top 10 Network attacking IP

Most of the usernames and passwords listed are commonly used, thus its advised
review of usernames and passwords be made to avoid use of the above listed
credentials and default ones. The use of password policies is the best practice.

2. MALICIOUS SOFTWARE (MALWARE)

During the week the sensors recorded, a total of 6,438 malicious software distributed,
compared to last week in which was 23,697.

Below listed are top ten malicious software and their hashes.

SN

ATTACKING IPS

MALICIOUS SOFTWARE

HASHES(SHA256)

1.

221.120.96.34

Backdoor:Win32/Berbew

63a93406cc4a1886831
elbch5185379848569a
678dca090087aabbc6e
6831931

13.39.112.85

Trojan:Linux/Hajime!MSR

691e9671bfc6405f1ce7
c273d9736d3e5a4d50cf
b2c000a08e0bebeccll
1d2f5

134.236.7.132

Mal/Generic-S

6a4af8a73c08a4006dcl
7a7965263bb54090ac5
0c9a4a0bd568b80a996
e8d42f
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4. 195.178.110.89 HEUR:Trojan.Linux.Miner. | e59b9bc454ef9addbcbe
gen 3814f6de5c7a90e0a622
1d1779d577da686e687
5454c

5. 154.213.184.43 Trojan:Linux/Multiverze d4635f0f5ab84af5e5194
453dbf60eaebf6ec47d3
675cb5044e5746fb48bd
4b4

6. 119.46.176.222 992ch5a753697ee2642

Adware/Miner aa390f09326fcdb7fd591
19053d6b1bdd35d47e6

2f472

7. 120.188.38.5 Trojan:Linux/CoinMiner 69dc9dd8065692ea262
850b617c621e6cl361e
9095a90b653b26e3901
5971586

8. 45.148.10.35 Trojan:Linux/CoinMiner 7cd48d762a343b483d0
ce857e5d2e30fc795d11
a20f1827679b9a05d5ab
75c3f

9. 45.148.10.91 Not-a- claad34e379fb2f76587
virus:HEUR:RiskTool.Linu | 56025dee4c6e3d7abe7
X.BitCoinMi ed6b46834d03cec1557
76dc42

10. 45.148.10.24 Generic Reputation PUA | d41149c44b023b6eeae
(PUA) b03c1e8fb42014092cec
84019de6a04c7571fod7
1240e

Table2: Top 10 Malicious attacking IP

3. WEB ATTACKS

During the week the sensors recorded a total of 2,956 web attacks compared to last
week which was 2,993.

From the table below, the top 10 web-based attacks and their associated requests
sent to web servers for the period between 27" of October to 2" of November,
2024, are detailed. The requests are the payloads.

SN | ATTACKING IPS | TOP URI

1. [162.217.96.20

2. 162.217.96.21 login.rsp

3. [8.219.237.59 admin/config.php

4, |179.43.191.98 cgi-bin/luci/;stok=/locale

5. [13.39.112.85 logon.htm

6. [185.191.126.248 admin/config.php?password%5B0%5D=Z1Z0&userna
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me=admin

7. 166.249.64.105 .env

8. [185.85.239.13 admin/assets/js/views/login.js

9. 41.78.73.146 cgi-
bin/.%2e/.%2e/.%2e/.%2e/.%2¢e/.%2e/.%2e/.%2e/.%2e
.%2e/bin/sh

10. 166.249.64.106 robots.txt

Table3: Top 10 web attacking IP

ICS (INDUSTRIAL CONTROL SYSTEMS) ATTACKS

During the week the sensors recorded a total of 1,975 ICS attacks compared to last
week which was 1,867.

From the table below these are the top 5 ICS attacks and their associated
attacking IP, exploited protocols and exploited ports as detailed for the period
between 27" of October, 2024 to 2" of November, 2024, are detailed

SN |ATTACKING IPS  [TOP PROTOCOLS TOP PORTS
1. [199.45.154.121 kamstrup_management_protocol 50100
2. [165.154.162.212 kamstrup_protocol 1025
3. |101.36.97.88 IEC104 2404
4. [159.223.129.0 guardian_ast 10001
5. |137.184.13.100 snmp 161

Table4: Top 5 ICS attacking IP

. RECOMMENDATIONS

The Honeypot sensors have recorded IP addresses with the most common malware

used in the world today. Monitoring of the listed IP address is advised and further to:

51 Note that most of the malicious IP addresses captured are also listed as
malicious IP addresses in other sources that are also observing security
attacks; thus, security measures should be considered to counteract, including
monitoring of the IPs in networks. Most likely the same resources might be used
for further attacks.

52 Discourage usage of listed login resources (usernames and passwords) and
consider deploying mechanisms to monitor login attempts.

53 Thoroughly check for suspicious files of hashes listed in Table 2.
54 Deploy Intrusion Detection System (IDS) and configure it to flag the detection

of attacks associated with the list of resources provided especially the IP
addresses and the web requests.
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