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 SECURITY NOTICE  

FILELESS MALWARE ATTACK 

1. Introduction 

Tanzania Computer Emergency Response Team (TZ-CERT) is aware of 
security incidents involving malicious software named “Fileless malware”. 
As its name implies, it doesn’t depend on a computer file as an attack vector 
but rather make use of vulnerable Windows features to execute its malicious 

payload into a target system. 

Fileless infections fall into the broader category of Low-Observable 
Characteristics (LOC) attacks, a type of stealth attack that evades detection 

by most antivirus, whitelisting and other traditional endpoint security 
solutions. 

Fileless actors have been targeting organization with critical ICT 
infrastructures and services running on Windows operating systems to steal 

sensitive users information for malicious intent. The data breach in Equifax, 
the largest credit agency based in the United State (U.S), is amongst high profile 

attack involving fileless malware reported to impact approximately 143 
million customers (Ragan, 2017).  

Many of these types of devious attacks have been happening in the past five 

years. The reason of trending now is that the techniques for attacks are 
becoming prevalents with severe security impacts to affected individuals or 

organizations. 

As part of fulfiling its mandates, TZ-CERT endevours to inform its 
contituencies and general public on the malware in order to take appropiate 
security measures to avoid falling victims of its attacks. 

2. Mode of propagation 

The findings reveled that, unlike traditional malware, fileless rely on 
manipulation of Windows legitimate processes and applications to execute 

https://epic.org/privacy/creditscoring/
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attacks rather than using a file as an attack vector. Fileless actors take an 

advantage of trusted applications and processes to run malicious codes on a 
victim’s Random Access Memory (RAM) computer rather than on disk. Many 

fileless attacks take advantage of Microsoft Windows PowerShell, a legitimate 
and useful tool used by systems administrators for task automation and 
configuration management. PowerShell consists of a command-line shell and 

associated scripting language, providing fileless actors with unprecedented 
access to the central part of the operating system (kernel), including 
unrestricted access to Windows Application Programing Interfaces (APIs). 

Ideally, Windows is turned against itself. 

A typical fileless attack may stream malicious scripts, code, and commands 
over the network (from a website) or download them via an email attachment 

like an innocuous-looking Microsoft Word document. Once it gains entry into 
victim’s machine, it may initiate various processes, beginning with 
reconnaissance and credential theft, and later it can trigger other malware 

downloads. Some typical fileless propagation strategies include: - 

a) “Living off the land” where fileless actors design attacks that escape 

detection by using tools, utilities, and Operating system (OS) 
components that already exist on the targeted system; 

b) “Malware-less” which includes using legitimate tools that are not 

already installed on the target system; and 

c) “Clean up after yourself” which leverages common Windows built-in 

tools. 

Upon compromising victim’s machine, malicious instructions are loaded 
directly into memory similar to what other traditional malware do. 

3. Phases of Execution of Fireless Malware 

To launch an attack on the targeted system, fileless actors may undergo the 
following phases: -  

3.1.  Initial compromise  

Fileless attacks often use social engineering to get users to click on a link 

or an attachment in a phishing email. The malicious content, which may 
be hiding in Flash on a website or in a document generated by an 

authorized application, is downloaded in a stealth manner and written to 
memory or some other non-traditional location such that it evade detection 
by antivirus software.  

In this stage, fileless actors often use evasion and obfuscation kits, like the 
credential-stealing Mimikatz, which can extract plain-text passwords from 
memory as a means to gain entry into targeted system. Fileless attacks are 

typically lateral, meaning they make their way from one device to the next 
with the objective of engaging in reconnaissance or gaining access rights 
to valuable data across the enterprise network. 
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3.2. Fileless execution 

At this stage, attackers want to ensure that traditional security monitoring 
technologies will not inspect any files or activities. This step involves 
getting into the inner part of trusted, whitelisted applications or the 

operating system to initiate malicious processes. There are two main 
strategies: 

a)  Download to memory and execute - Attackers download the 

content of files whose signatures would have been detected if 

the files had downloaded to disk. One of the reasons attackers 
prefer PowerShell-based malware is because it supports 
memory-based download and execution. 

b)  Use trusted applications - In this case, attackers leverage 

approved, whitelisted applications, which security software 
won’t inspect, since these applications don’t usually download 

malicious content.  

3.3. Fileless persistence 

On reboot of infected system, malicious code in RAM will get erased. Given 
that most fileless techniques are short-lived, attackers may employ several 
evasive techniques to achieve persistence including: - 

a) Storing malicious code in unusual locations associated with the 
operating system or common utilities, such as the Windows registry, 
Windows Management Instrumentation (WMI) Store, Structured 
Query Language (SQL) tables, or Scheduled Tasks. 

b) Injecting malicious code into a system process, which helps 
attackers evade inspection, as the activities will seem to come from 
legitimate processes. 

3.4. Achieve objectives 

When everything is set, while objectives may either be reconnaissance, 
credential harvesting, data exfiltration, cyberespionage, or cause damage, 

fileless attacks are successful since they are capable to mask their 
activities and bypass most endpoint protection solutions equiped with file-

based detection mechanism, even if they do monitor behavior. These 
attacks abuse the trust model used by security applications not to monitor 
whitelisted programs of which fileless actors use these features to carry 

out their malicious activities. 
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Figure 1. A example of fileless malware propagation method. 

4. Mitigation Measures 

The fact that the malware doesn’t rely on files to deliver the payload, it leaves 
no footprint on effected systems making its attack nearly undetectable by 

most anti-malware programs and even skilled security analysts. However, 
adhering to following security best practises may help organizations 

mitigating fireless attacks: - 

4.1. Deploy an interactive threat management system i.e. Security 
appliance with intrusion detection and response capability that 

automatically and proactively investigate and respond to abnormal 
behavior on endpoints and can search for fileless attack footholds;  

4.2. Carry out vulnerability assessment and penetration testing on ICT 

systems and network to ascertain potential vulnerabilities and take 
remedial measures upon discovery to improve security posture; 

4.3. Use strong and updated endpoint protection solution: Security 
soultion that facilitate tight integration with third-party partners 
who offer advanced technologies beyond endpoint security. The 

more advanced security features your endpoint protection has, the 
greater your ability to counteract fileless attacks; 

4.4. Keep windows operating system and application programs in your 
network patched and updated; 

4.5. Monitor application and network traffic, and take appropriate 

measures against any malicious or suspicious activities; 

4.6. Turn off any unnecessary application features; 

4.7. Restrict permisión to users connected to the local área network to 

install and run unwanted software applications; 

4.8. Once an attack happens, change all systems password; and 

4.9. Ensure all users are aware and have a proper knowledge to ward off 
social engeneering attacks. 
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